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WHY CYBERSECURITY?

* [oss of safety

* Denial of service

* [heft

* [P protection

* Privacy and surveillance




THREAT ACTORS AND THREATS >

Hobbyists, researchers, and pranksters

Jrganized crime

and industry \ Nation states
ACTORS
ong range \Dhysical, local attacks

remote attacks

Short range remote attacks



COMMON ATTACK SURFACES

Infotainment/Telematics

On

30ard

Remote links and apps

Jlagnostics port

il

Keyless/remote entry

ADAS tECUs

ITPMS and other sensors



HOW eCUS GET COMPROMISED >

Subverted contexts Software extraction

Executing Incorrect software Software updates

Modifying calibration data Unauthorized diagnostics



HOW NETWORKS GET COMP

ROMISE

Unintended participants

Cleartext communications

Hljacked sessions

Lack of verification

Absent firewalls

Inadvertent weakening



A CRYPTOGRAPY PRIMER
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Image source: An Introduction to Cryptography. PGPI documentation.



SYMMETRIC KEY CRYPTOGRAPHY
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ASYMMETRIC KEY CRYPTOGRAPHY

public key private key
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Image source: An Introduction to Cryptography. PGPI documentation.



JIGITAL SIGNATU

original text
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signhing
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verifying
Image source: An Introduction to Cryptography. PGPI documentation.



HASH FUNCTIONS

plaintext

digest signed

message digest
g¢ @8 plaintext

+
signature

private key
used for signing

Image source: An Introduction to Cryptography. PGPI documentation.
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HYBRID CRYPTOSYSTEMS
ALICE NETWORK
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"HY IN AUTOMOTIVE

"RACTICE

Hardware Security Module (HSM)

CP <:>Crypto support
CPU /
(w/ Security instructions) < > CO ntrO I.
11 L0gIC ' Secure storage
NS

Peripherals (CAN, External memory, ..)




HARDWARE SECURITY MODULES

HSM / EVITA full EVITA medium
Feature

Bootstrap Authentic and/or Authentic and/or
integrity secure secure
protection

HW crypto ECDSA,ECDH, ECDSA,ECDH,
algorithms AES/MAC, AES/MAC,

(incl. key WHIRLPOOL/ WHIRLPOOL/
generation) @ HMAC HMAC

HW crypto ECC,AES, AES (ASIC)

acceleration @ WHIRLPOOL
(FPGA/ASIC)

Internal CPU  Reprogrammable Reprogrammable

firmware & firmware
hardware (FPGA)
RNG TRNG TRNG

EVITA light

Authentic
and/or secure

AES/MAC

AES (ASIC)

None

PRNG w/
external seed

HIS SHE

Secure

AES/MAC

AES (ASIC)

None

PRNG w/
external
seed

TCG TPM/MTM Usual smartcard

Authentic None

RSA, SHA-1/ ECC, RSA, AES,

HMAC 3DES, SHA-x &
more possible
(but seldom in
parallel on chip)

None None

Preset Reprogrammable
firmware

TRNG TRNG

Source: Next Generation of Automotive Security: Secure Hardware and Secure Open Platforms. OVERSEE Project



oSctD KEY PROTOCOL >
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SecurityAccess request

seed S

Compute key kg

key K

SecurityAccess response Verity K=k

D Compute key k'

Source: OBD = Open Barn Door? Security Vulnerabilities and Protections for Vehicular On-Board Diagnosis (OBD)



ENGRYRI

o ©
O
ALINTHETHINGS

ameagaenarator.neat




LAYE

RING AN

PARTIT

ONING

Applications

erating system

Virtualization

Hardware

4 N

AutoDrive

AN

,-\'-", ke ‘."l P ,}
VIR ISR

”'
Rl
it
"*:

BN Y '\."
"'s I%.V*Q

\ /

il o
¥ 5 N BT
Sab, s
‘:-‘\‘( ‘: ":’ o
WL, STy
R PP >
% y h.{-;

PO%. )
I8 SN
‘(f ';‘27" 3"7‘ \

t Vi 42
e ""'v“ ‘:'o'*l"? Y

g 06 X 1
& XI5
z P

Powertrain

\ /

i '\.w Pn

1;}& ¢ AT
A (Rt

\_

Chasslis

~

/

nﬁ" )-3 L '\:1*\—

_1\4}6‘

AR

LSO BN L e

-

\

~

elematics

/

20



"ERATIONAL CYBERSECURITY MONITORING

Intrusion Detection and Prevention System (IDPS)
Independent network node(s) and SW modules in critical ECU(s)
Monitors network traffic and ECU behavior in real-time

Heuristics for determination of abnormal operation



SECURITY LIFECYCLE
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SAE J30671: SAFETY AND SECURITY

System Safety oystem .

- dineer Hazards : Threats Cybersecurity
ngineering - -

3 Fault tree : Attack cngineering
06855 HARA : TARA Or0cess

Elements Flements




SAE J306b71: PROCESS FRAMEWORK

Management of Cybersecurity

Concept Phase

Completed prior to
Initiation of Product
Development at
System Level, but
information
determined in this
phase applies to all
activities to the
right: Product
Development and
Production and
Operation

It

Initiation of Product Releasg for
Development at System Level Production
(Planning)

Product Development:

System Level
I [ e

Product

Development:

Product \ Hardware Level
Development:

Software Level

Production and
Operation

Carried on after
release for
production, but
information
determined in other
phases to the left
(Product
Development and
Concept Phase)
applies to or affects
this phase.

Supporting Processes

Initiation of
Product
Development at
System Level
(Planning)

Release for
Production

Product Development:

System Level Cybersecurity
Assessment
Cybersecurity
Validation

Specification of
Technical
Cybersecurity
Requirements

Design &
Product Development: % % Implementation

SW Level % \6
Product Development:

HW Level \

d d
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NHTSA GUIDANCE ON CYBERSECU

Cybersecurity Best Practices for
Modern Vehicles

RAITY

Federal Automated Vehicles Policy

Accelerating the Next Revolution

September 2016
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NIST AND DRS

Framework for Improving Critical
Infrastructure Cybersecurity

January 2016

NIST

National Institute of

. Standards and Technology
cyberframework@nist.gov U.S. Department of Commerce
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JS AND GUIDELINES

P

« [SO/IEC 9797-1: Security techniques - Message Authentication Codes
« |SO/IEC 11888: Trusted Platform Module

o [S0 12207 Systems and software engineering - Software lifecycle

PFOCESSES

o [S0 10408: Evaluation criteria for IT Security
o [S0 27001: Information security management system
o |50 27002: Code of practice — Security

o [S0 270718: Code of practice — Handling
o |50 27034: Application security technigues
o [S0 28107 Privacy architecture framework
o |50 23118: Software testing standara

o |EC B2443: Industrial network and system security

°Il / SPI (

°rivacy)



INTERESTING HACKS



THE 80/20 OF AUTOMOTIVE CYBERSECURITY >

 Communications with off-board systems MUST be cryptographically
encrypted and signed

 E£CUs should ONLY execute cryptographically signed and authenticated
software

e “lLarger” operating systems, like Linux, MUST be secured using
techniques learned from Enterprise |1

* (ateways should provide strong partitioning and firewalls



SVIOUS REMINDERS >

Security Is a framework, not an add-on

Security through obscurity DOES.NOT.WORK

Do not "home brew" cryptography

Do not half-bake security — If it I1s worth doing, 1t Is worth overdoing
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QUESTIONS?



